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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 089687 POSS DUPE 
ORIGIN EUR- 12 

INFO OCT-01 L-03 SY-05 SS-15 DHA-02 ISO-OO CU-02 
CIAE-00 DODE-OO PM-04 H-01 INR-07 NSAE-00 NSC-05 
PA-01 PRS-01 SP-02 USIA-06 /067 R 

DRAFTED BY EUR/RPM:JGHUFF:PF 

APPROVED BY EUR:JGLOWENSTEIN 

L/EUR:DGANTZ 

SY :MISSLBECK 

C:RHOOPER 

M:VAN GELDER 

D:PASOE 

D/HA:CBRODY 

S/S MR.REDDY 

211255Z 038671 /44 

R 210056Z APR 77 

FM SECSTATE WASHDC 

TO ALL EUROPEAN DIPLOMATIC POSTS 

AMCONSUL STRASBOURG 

AMCONSUL FLORENCE 

AMCONSUL ZURICH 

CONFIDENTIAL STATE 089687 

ROME ALSO FOR AMBASSADOR LODGE’S OFFICE 

E.O. 11652:GDS 

TAGS: PFOR, CSCE, NATO 

SUBJECT: CSCE COMMISSION: ACCESS TO CLASSIFIED MATERIAL 
IN THE FIELD 

REF: STATE 44708 

1 . REFTEL, BEING REPEATED TO POSTS WHICH DID NOT RECEIVE 
CONFIDENTIAL 
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IT ORIGINALLY, REFLECTS CLOSE COOPERATIVE RELATIONSHIP 
WHICH HAS BEEN ESTABLISHED BETWEEN THE DEPARTMENT AND THE 
CSCE COMMISSION. AS PART OF THIS EFFORT, THE DEPARTMENT 
AND THE COMMISSION ARE PRESENTLY WORKING CLOSELY ON PRE- 
PARATIONS FOR THE BELGRADE FOLLOW-UP MEETINGS LATER THIS 
YEAR. WE HAVE SOUGHT TO ENSURE THAT THE COMMISSION IS 
FULLY COGNIZANT OF CSCE DEVELOPMENTS BY PERMITTING 
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COM;ISSION STAFF TO READ CLASSIFIED CABLES AND AGREED 
DOCUMENTS IN THE DEPARTMENT. 

2. COMMISSION MEMBERS AND STAFF ARE PLANNING TRAVEL TO 
EUROPE IN COMING MONTHS RELATED TO COMMISSION WORK ON 
CSCE MATTERS. IT WOULD BE USEFUL TO MEMBERS AND STAFF 
TO HAVE ACCESS TO CSCE-RELATED CLASSIFIED MATERIAL AT 
EMBASSIES, IF THE NEED ARISES. ALL COMMISSION MEMBERS 

AND STAFF HAVE U.S. CLEARANCES AND THUS, UPON REQUEST, 

MAY BE SHOWN U.S. ORIGINATED CABLES AND AGREED DOCUMENTS 
RELATED TO CSCE UP TO BUT NOT BEYOND "SECRET" AND MAY 
SEE "EXDIS" MATERIAL. COMMISSION PERSONNEL MAY READ 
MATERIAL, BUT MAY NOT BE GIVEN COPIES. COMMISSION 
MEMBERS AND STAFF ARE NOW IN PROCESS OF BEING CLEARED FOR 
NATO MATERIAL. WHEN THIS PROCESS IS COMPLETE, WE WILL 
INFORM POSTS. YOU SHOULD THEN APPLY SAME GROUND RULES TO 
PROVISION OF NATO MATERIAL AS U.S. ORIGINATED MATERIAL. 

3. YOU SHOULD USE YOUR BEST JUDGMENT IN DETERMINING WHAT 
CONSTITUTES CSCE-RELATED MATERIAL AND SHOULD BE FLEXIBLE 
IN MAKING SUCH DETERMINATIONS. MATERIAL RELATED TO 
IMPLEMENTATION AND THE BELGRADE MEETINGS IS OBVIOUSLY 
CSCE-RELATED. OTHER CSCE-RELATED MATERIAL WOULD INCLUDE 
SUCH SUBJECTS AS HUMAN RIGHTS AND ISSUES COVERED BY THE 
FINAL ACT. IN THE FIELD. THIS MATERIAL WILL BE ALMOST 
EXCLUSIVELY CABLES, AS WELL AS NATO PAPERS RELATED TO 
CSCE. 
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4. THE CONTENTS OF THIS CABLE HAS BEEN EXPLAINED TO THE 
COMMISSION STAFF. THEY ANTICIPATE THAT NEED FOR ACCESS 
TO CLASSIFIED MATERIAL AT EMBASSIES WILL NOT BE GREAT, 

AND THAT REQUESTS FOR ACCESS WILL THEREFORE BE LIMITED. 

5. FOLLOWING IS LIST OF COMMISSION MEMBERS AND STAFF 
WITH U.S. CLEARANCES TO INCLUDE SECRET: 

STAFF 

SPENCER OLIVER, STAFF DIRECTOR 

ALFRED FRIENDLY, ASST. STAFF DIRECTOR 

ESTHER KURZ 

MARTIN SLETZINGER 

STEVEN GALLUP 

MEG DONOVAN 

ROBERT RAND 

SUSAN PEDERSON 

PAULA PENNINGTON 
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MARIO LA TORRE 
ANN SIEGEL 
GUY CORRIDEN 
CLIFF BRODY 
LEE GOTZLINGER 

MEMBERS 

DANTE B. FASCELL, CHAIRMAN 

CLAIBORNE PELL 

DICK CLARK 

PATRICK J. LEAHY 

RICHARD STONE 

CLIFFORD P. CASE 

ROBERT DOLE 

JONATHAN B. BINGHAM 

PAUL SIMON 
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SIDNEY R. YATES 
MILLICENT FENWICK 
JOHN BUCHANAN 

6. THIS TELEGRAM CONSTITUTES STANDING INSTRUCTIONS ON 
COMMISSION ACCESS TO CLASSIFIED INFORMATION IN THE FIELD. 

7. ADDITIONALLY, COMMISSION MAY SEEK ASSISTANCE IN TRANS- 
MITTING CABLES. YOU SHOULD COOPERATE FULLY. 


VANCE 


CONFIDENTIAL 


NNN 
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